














































































































































































Reservation Business Committee prior to implementation.
approved, the gaming operation shall establish and comply
procedures that account for and control such programs.

If
with

Section 704 Accounting/Auditing Standards

a. The cage accountability shall be reconciled to the
general ledger at least monthly.

b. All cage accounting procedures and any follow-up
performed shall be documented, maintained for
inspections, and provided to the Reservation Business
Committee upon request.

Section 705 Extraneous items

The Reservation Business Committee r or the gaming operation as
approved by the Reservation Business Committee, shall establish and
the gaming operation shall comply with procedures to address the
transporting of extraneous items, such as coats, purses, and/or
boxes, into and out of the cage, coin room, count room, and/or
vault.

Section 706 Alternate Procedures

For any computer applications utilized, alternate
documentation, and/or procedures that provide at least the level of
control described by the standards in this section, as approved by
the Reservation Business Committee r are acceptable.

Section 707 Emergency Drop Procedures

The Reservation Business Committee, or the gaming operation as
approved by the Reservation Business Committee, shall establish and
the gaming operation shall comply with procedures to conduct the
slot drop in the event of an emergency situation.
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CHAPTER 8

MINIMUM INTERNAL CONTROL STANDARDS
FOR INTERNAL AUDIT

Section 801 Independence of Internal Audit Department

A separate internal audit department shall be maintained,
whose primary function is performing internal audit work and which
is independent with respect to the departments subject to audit.
The Internal Audit personnel shall report directly to the Fond du
Lac Reservation Business Committee.

Section 802 Documentation of Internal Audit Work

Documentation (e.g., checklists, programs, reports, etc.)
shall be prepared to evidence all internal audit work performed as
it relates to the requirements in this section including all
instances of noncompliance. The internal audit department shall
operate with audit programs which, at a minimum, address the MICS.
Additionally, the department shall properly document the work
performed, the conclusions reached, and the resolution of all
exceptions.

Section 803 Resolution of Material Exceptions

All material exceptions resulting from internal audit work
shall be investigated and resolved with the results of such being
documented and retained for five years.

Section 804 Internal Audit Reports

Internal audit findings shall be reported to management and
the Fond du Lac Reservation Business Committee. Management shall
be required to respond to internal audit findings stating
corrective measures to be taken to avoid recurrence of the audit
exception. Such management responses shall be included in the
internal audit report that will be delivered to the Reservation
Business Committee.
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Section 805 Scope of Audits

Internal audit personnel shall perform audits of all major
gaming areas of the gaming operation.

a. The following shall be reviewed at least annually:

1. Table games, including but not limited to, fill and
credit procedures, pit credit play procedures, rim
credit procedures, soft drop/count procedures and
the subsequent transfer of funds, unannounced
testing of count room currency counters and/or
currency interface, location and control over
sensitive keys, the tracing of source documents to
summarized documentation and accounting records,
and reconciliation to restricted copies.

2. Gaming machines, including but not limited to,
jackpot payout and gaming machine fill procedures,
gaming machine drop/count and bill acceptor
drop/count and subsequent transfer of funds,
unannounced testing of weigh scale and weigh scale
interface, unannounced testing of count room
currency counters and/or currency interface, gaming
machine drop cabinet access, tracing of source
documents to summarized documentation and
accounting records, reconciliation to restricted
copies, location and control over sensitive keys,
compliance with EPROM duplication procedures, and
compliance with MICS procedures for gaming machines
that accept coins or currency and issue cash~out

tickets or gaming machines that do not accept
currency or coin and do not return currency or
coin.

3. Bingo, including but not limited to, bingo card
control, payout procedures, and cash reconciliation
process.

4. Pulltabs, including but not limited to, statistical
records, winner verification, perpetual inventory,
and accountability of sales versus inventory.

5. Complimentary service or items, including but not
limited to, procedures whereby complimentary
service items are issued and authorized and
redeemed.
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6. Cage procedures and the reconciliation of trial
balances to physical instruments on a sample basis.
Cage accountability shall be reconciled to the
general ledger.

7. Information technology functions, including review
for compliance with information technology
standards.

8. Any other internal audits as required by the
Reservation Business Committee.

b. In addition to the observation and examinations performed
under subsection (a) above, follow-up observations and
examinations shall be performed to verify that corrective
action has been taken regarding all instances of
noncompliance cited by internal audit, the independent
accountant, or the National Indian Gaming Commission.
The verification shall be performed within six months
following the date of notification.

c. Whenever possible, internal audit observations shall be
performed on an unannounced basis (i. e. I without the
employees being forewarned that their activities will be
observed). Additionally, if the independent accountant
also performs the internal audit function, the accountant
shall perform separate observations of the table games!
gaming machine drops and counts to satisfy the internal
audi t observation requirements and independent accountant
tests of controls as required by the AICPA Guide.

Section 806 Content and Availability of Audit Reports

The audit reports shall include the following information:

a. Audit objectives;
b. Audit procedures and scope;
c. Findings and conclusions;
d. Recommendations, if applicable; and
e. Management's response.

Reports documenting audits performed shall be maintained and
made available to the National Indian Gaming Commission upon
request.

89



CHAPTER 9

MINIMUM INTERNAL CONTROL STANDARDS
FOR SURVEILLANCE

Section 901 Surveillance System

The surveillance system shall be maintained and operated from
a staffed surveillance room and shall provide surveillance over
gaming areas.

Section 902 Security of Surveillance Room

a. The entrance to the surveillance room or secured location
shall be located so that it is not readily accessible by
either gaming operation employees who work primarily on
the casino floor, or the general public.

b. Access to a surveillance room shall be limited to
surveillance personnel, designated employees and other
persons authorized in accordance with the surveillance
department policy. Such policy shall be approved by the
Reservation Business Committee. The surveillance
department shall maintain a sign-in log of other
authorized persons entering the surveillance room.

Section 903 Override Capability of Surveillance Room

Surveillance room equipment shall have total override
capability over all other satellite surveillance equipment located
outside the surveillance room.

Section 904 Auxiliary Power Requirements

In the event of power loss to the surveillance system, an
auxiliary or backup power source shall be available and capable of
providing immediate restoration of power to all elements of the
surveillance system that enable surveillance personnel to observe
the table games remaining open for play and all areas covered by
dedicated cameras. Auxiliary or backup power sources such as a UPS
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System, backup generator, or an alternate utility supplier, satisfy
this requirement.

Section 905 Time and Date Display on Recordings

The surveillance system shall include date and time generators
which possess the capability to display the date and time of
recorded events on video tape and/or digital recordings. The
displayed date and time shall not significantly obstruct the
recorded view.

Section 906 Staffing Requirements

The surveillance department shall strive to ensure staff is
trained in the use of the equipment, knowledge of the games and
house rules.

Section 907 Camera Installation

Each video camera required by the standards in this Section
shall be installed in a manner that will prevent it from being
readily obstructed, tampered with or disabled by customers or
employees.

Section 908 System Capacity and Performance

Each video camera required by the standards in this section
shall possess the capability of having its picture displayed on a
video monitor and recorded. The surveillance system shall include
sufficient numbers of monitors and recorders to simultaneously
display and record multiple gaming and count room activities, and
shall record the views of all dedicated cameras and motion
activated dedicated cameras.

Section 909 Repair of Malfunctions

a. Reasonable effort shall be made to repair each
malfunction of surveillance system equipment required by
the standards in this section wi thin seventy-two (72)
hours after the malfunction is discovered. The
Reservation Business Committee shall be notified of any
camera(s) that has malfunctioned for more than twenty­
four (24) hours.

91



b. In the event of a dedicated camera malfunction, the
gaming operation and/or the surveillance department shall
immediately provide alternative camera coverage or other
security measures, such as additional supervisory or
security personnel, to protect the subject activity.

c. Surveillance personnel shall maintain a log or
alternative procedure approved by the Reservation
Business Committee that documents each malfunction and
repair of the surveillance system as defined in this
section. The log shall state the time, date, and nature
of each malfunction, the efforts expended to repair the
malfunction, and the date of each effort, the reasons for
any delays in repairing the malfunction, the date the
malfunction is repaired, and where applicable, any
alternative security measures that were taken.

Section 910 Monitoring of Gaming Machines

a. Gaming Machines. Except as otherwise provided in
subsections (b) and (c) of this section, gaming machines
offering a payout of more than $250,000 shall be
monitored and recorded by a dedicated camera(s) to
provide coverage of:

1. All customers and employees at the gaming machine;
and

2. The face of the gaming machine, with sufficient
clarity to identify the payout line(s) of the
gaming machine.

b. In-house progressive machine. In-house progressive
gaming machines offering a base payout amount (jackpot
reset amount) of more than $100,000 shall be monitored
and recorded by a dedicated camera(s) to provide coverage
of:

1. All customers and employees at the gaming machines;
and

2. The face of the gaming machine,
clarity to identify the payout
gaming machine.
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c. Wide-area progressive machine. Wide-area progressive
gaming machines offering a base payout amount of $1
million or more and monitored by an independent vendor
utilizing an on-line progressive computer system shall be
recorded by a dedicated camera(s) to provide coverage of:

1. All customers and employees at the gaming machines;
and

2. The face of the gaming machine,
clarity to identify the payout
gaming machine.

with sufficient
line(s) of the

d. Notwithstanding subsection (a) of this section, if the
gaming machine is a multi-game machine, the gaming
operation with the approval of the Fond du Lac
Reservation Business Committee may develop and implement
alternative procedures to verify payouts.

Section 911 Monitoring of Change Booths

The surveillance system shall monitor and record a general
overview of the activities occurring in each gaming machine change
booth.

Section 912 Monitoring of Table Games

a. Operations with Four or More Table Games. The
surveillance system of gaming operations operating four
(4) or more table games shall provide at a minimum one
(1) pan~tilt-zoom camera per two tables and surveillance
must be capable of taping:

1. With sufficient clarity to identify customers and
dealers; and

2. With sufficient coverage and clarity to
simul taneously view the table bank and determine
the configuration of wagers, card values and game
outcome.

3. One (1) dedicated camera per table and one (1) pan­
tilt zoom camera per four (4) tables may be an
acceptable alternative procedure to satisfy the
requirements of this Section.

93



b. Operations with Three or Fewer Table Games. The
surveillance system of gaming operations operating three
(3) or fewer table games shall:

1. Comply with the requirements of subsection (a)
above; or

2. Have one (1) overhead camera at each table.

c. Progressive Table Games. Progressive table games with a
progressive jackpot of $25,000 or more shall be recorded
and monitored by dedicated cameras that provide coverage
of:

1.

2.

3.

Section 913

The table surface, sufficient that the card values
and card suits can be clearly identified;
An overall view of the entire table with sufficient
clarity to identify customers and dealer; and
A view of the progressive meter jackpot amount. If
several tables are linked to the same progressive
jackpot meter, only one meter need be recorded.

Monitoring of Bingo

a. The surveillance system shall possess the capability to
monitor the bingo ball drawing device or random number
generator, which shall be recorded during the course of
the draw by a dedicated camera with sufficient clarity to
identify the balls drawn or numbers selected.

b. The surveillance system shall monitor and record the game
board and the activities of the employees responsible for
drawing, calling, and entering the balls drawn or numbers
selected.

Section 914 Monitoring of Cage and Vault Areas

a. The surveillance system shall monitor and record a
general overview of activities occurring in each cage and
vault area with sufficient clarity to identify employees
within the cage and customers and employees at the
counter areas. Each cashier station shall be equipped
wi th one (1) dedicated overhead camera covering the
transaction area. The surveillance system shall provide
an overview of cash transactions. This overview should
include the customer, the employee and the surrounding
area.
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b. The cage or vault area in which fills and credits are
transacted shall be monitored and recorded by a dedicated
camera or motion activated dedicated camera that provides
coverage with sufficient clarity to identify the chip
values and the amounts on the fill and credit slips.
Controls provided by a computerized fill and credit
system may be deemed an adequate alternative to viewing
the fill and credit slips.

Section 915 Monitoring of Currency and Coin Operations

a. The surveillance system shall monitor and record with
sufficient clarity all areas where currency or coin may
be stored or counted. Audio capability of the soft count
room shall also be maintained. The surveillance system
shall provide for:

1. Coverage of scales shall be sUfficiently clear to
view any attempted manipulation of the recorded
data;

2. Monitoring and recording of the table games drop
box storage rack or area by either a dedicated
camera or a motion-detector activated camera;

3. Monitoring and recording of all areas where coin
may be stored or counted including the hard count
room, all doors to the hard count room, all scales
and wrapping machines, and all areas where
uncounted coin may be stored during the drop and
count process;

4. Monitoring and recording of soft count room,
including all doors to the room, all table game
drop boxes, safes, and counting surfaces, and all
count team personnel. The counting surface area
must be continuously monitored and recorded by a
dedicated camera during the soft count; and

S. Monitoring and recording of all areas where
currency is sorted, stacked, counted, verified, or
stored during the soft count process.
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Section 916 Video Recording and/or Digital Record Retention

a. All video recordings and/or digital records of coverage
provided by the dedicated cameras or motion-activated
dedicated cameras required by the standards in this
section shall be retained for a minimum of seven (7)
days.

b. Recordings involving suspected or confirmed gaming
crimes, unlawful activity, or detentions by security
personnel, must be retained for a minimum of thirty (30)
days.

c. Duly authenticated copies of video recordings and/or
digital records shall be provided to the National Indian
Gaming Commission upon request.

d. A video library log, or comparable alternative procedure
approved by the Reservation Business Committee, shall be
maintained to demonstrate compliance with the storage,
identification, and retention standards required in this
section.

Section 917 Log of Surveillance Activities

Surveillance personnel shall maintain a log of all
surveillance activities. Such log shall be maintained by
surveillance room personnel and shall be stored securely within the
surveillance department. At a minimum, the following information
shall be recorded in a surveillance log:

a. Date;
b. Time commenced and terminated;
c. Activity observed or performed; and
d. The name or license credential number of each person who

initiates, performs, or supervises the surveillance; and
e. Surveillance personnel shall also record a summary of the

results of the surveillance of any suspicious activity.
This summary may be maintained in a separate log.
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CHAPTER 10

MINIMUM INTERNAL CONTROL STANDARDS
FOR INFORMATION TECHNOLOGY

Section 1001 General Controls for Gaming Hardware and Software

a. Management shall take an active role in insuring that
physical and logical security measures are implemented,
maintained, and adhered to by personnel to prevent
unauthorized access which could cause errors or
compromise data or processing integrity.

b. Management shall ensure that all new gaming vendor
hardware and software agreements/contracts contain
language requiring the vendor to adhere to these tribal
internal control standards applicable to the goods and
services vendor is providing.

c. Physical security measures shall exist over computer,
computer terminals and storage media to prevent
unauthorized access and loss of integrity of data and
processing.

d. Access to systems software and application programs shall
be limited to authorized personnel.

e. Access to computer data shall be limited to authorized
personnel.

f. Access to computer communications facilities, or the
computer system, and information transmissions shall be
limited to authorized personnel.

g. The standards in this section shall apply to each
applicable department within the gaming operation.

h. The main computers (i.e., hardware, software and data
files) for each gaming application (e.g., keno, race and
sports, gaming machines, etc.) shall be in a secured area
with access restricted to authorized persons, including
vendors.
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i. Access to computer operations shall
authori zed personnel to reduce the
integrity of data or processing.

be restricted to
risk of loss of

j. Incompatible duties shall be adequately segregated and
monitored to prevent error in general information
technology procedures to go undetected or fraud to be
concealed.

k. Non-information technology personnel shall be precluded
from having unrestricted access to the secured computer
areas.

1. The computer systems, including application software,
shall be secured through the use of passwords or other
approved means where applicable. Management personnel or
persons independent of the department being controlled
shall assign and control access to system functions.

m. Passwords shall be controlled as follows unless otherwise
addressed in the standards in this section.

1. Each user shall have his/her own individual
password.

2. Passwords shall be changed at least quarterly with
changes documented; and

3. For computer systems that automatically force a
password change on a quarterly basis, documentation
shall be maintained listing the systems and the
date the user was given access.

n. Adequate backup and recovery procedures shall be in place
which include:

1. Frequent backup of data files;
2. Backup of all programs;
3. Secured off-site storage of all backup data files

and programs, or other adequate protection; and
4. Recovery procedures which are tested on a sample

basis at least annually with documentation of
results.

o. Adequate information technology system documentation
shall be maintained, including descriptions of hardware
and software, operator manuals, etc.
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Section 1002 Standards for Information Technology Departments

a. The information technology personnel shall be independent
of the gaming areas (e.g., cage, pit, count rooms, etc.).
Information technology personnel procedures and controls
should be documented and responsibilities communicated.

b. Information technology personnel shall be precluded from
unauthorized access to:

1. Computers and terminals located in gaming areas;
2. Source documents; and
3. Live data files (not test data).

c. Information technology personnel shall be:

1. Restricted from having an authorized access to cash
or other liquid assets; and

2. Restricted from initiating general or subsidiary
ledger entries.

d. Program changes for in-house developed systems shall be
documented as follows:

1. Requests for new programs or program changes shall
be reviewed by the information technology
supervisor. Approvals to begin work on the program
shall be documented.

2. A written plan of implementation for new and
modified programs shall be maintained and include,
at a minimum, the date the program is to be placed
into service, the nature of the change, a
description of procedures required in order to
bring the new or modified program into service
(conversion or input of data, installation
procedures, etc.), and an indication of who is to
perform all such procedures.

3. Testing of new and modified programs shall be
performed and documented prior to implementation.

4. A record of the final program or program changes,
including evidence of user acceptance, date in
service, programmer, and reason for changes, shall
be documented and maintained.
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e. If computer
they shall
supervisory

security logs are generated by
be reviewed by information

personnel for evidence of:

the system,
technology

1. Multiple attempts to log-on, or alternatively, the
system shall deny user access after three attempts
to log-onj

2. Unauthorized changes to live data filesj and
3. Any other unusual transactions.

This subsection shall not apply to personal computers.

Section 1003 Access to Associated Equipment

If remote dial-up to any associated equipment is allowed for
software support, the gaming operation shall maintain an access log
which includes:

a. Name of employee authorizing modem acceSSj
b. Name of authorized programmer or manufacturer

representativej
c. Reason for modem acceSSj
d. Description of work performedj and
e. Date, time, and duration of access.

Section 1004 Document Storage

Documents may be scanned or directly stored to an unalterable
storage medium under the following conditions:

a. The storage medium shall contain the exact duplicate of
the original document.

b. All documents stored on the storage medium shall be
maintained with a detailed index containing the gaming
operation department and date. This index shall be
available upon request by the National Indian Gaming
Commission.

c. Upon request and adequate notice by the Fond du Lac
Reservation Business Committee or the National Indian
Gaming Commission, hardware (terminal, printer, etc.)
shall be made available in order to perform auditing
procedures.
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d. Controls shall exist to ensure the accurate reproduction
of records up to and including the printing of stored
documents used for auditing purposes.

e. The storage medium shall be retained for a minimum of
five years.

f. Original documents must be retained until the books and
records have been audited by an independent certified
public accountant.
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CHAPTER 11

MINIMUM INTERNAL CONTROL STANDARDS
FOR COMPLIMENTARY SERVICES

Section 1101 General Requirements

Each gaming operation shall establish and comply with
procedures for the authorization and issuance, and tracking of
complimentary services and items including cash and noncash gifts.
Such procedures must be approved by the Reservation Business
Committee and shall include, but shall not lJe limited to, the
procedures by which the gaming operation delegates to its employees
the authority to approve the issuance of complimentary services and
items and the procedures by which conditions or limits, if any,
which may apply to such authority are established and modified,
including limits based on relationships between the authorizer and
recipient, and shall further include effective provisions for audit
purposes.

Section 1102 Recordkeepinq Requirements

a. At least monthly, accounting, information technology, or
audit personnel that cannot grant or receive
complimentary privileges shall prepare reports for all
complimentary items and services equal to or exceeding
$100 or an amount established by the Reservation Business
Committee or the tribal gaming regulatory authority,
which shall not be greater than $100. Those reports must
include the following information:

1. Name of customer who received the complimentary
service or item;

2. Name(s) of authorized issuer of the complimentary
service or item;

3. The actual cash value of the complimentary service
or item;

4. The type of complimentary service or item (i.e.,
food, beverage, etc.); and

5. Date the complimentary service or item was issued.
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Section 1103 Review of Complimentary Service Reports

The Internal Audit or Accounting departments shall review the
reports required in Section 1102 at least monthly. These reports
shall be made available to the Fond du Lac Reservation Business
Committee and the National Indian Gaming Commission upon request.
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CHAPTER 12

AMENDMENT & RESCISSION

Section 1201 Amendment and Rescission

The provisions of this Ordinance may only be amended by
adoption of a separate ordinance by the affirmative vote of the
Reservation Business Committee, and the terms of such amendment
shall then be included herein. This Ordinance may be rescinded by
resolution adopted by the Reservation Business Committee.

CERTIFICATION

We do hereby certify that the foregoing Ordinance #06/99 was duly
presented and adopted by Resolution #1262/99 by a vote of 4 for,
o against, 0 silent, with a quorum of 5 being present at a Special
Meeting of the Fond du Lac Reservation Business Committee held on
July 22, 1999 on the Fond du Lac Reservation, and subsequently
amended by Ordinance #04/02 adopted by Resolution #1361/02 on
December 10, 2002; by Ordinance #02/03 adopted by Resolution
#1060/03 on March 25, 2003; by Ordinance #01/04 adopted by
Resolution #1063/04 on March 4, 2004; by Ordinance #04/05 adopted
by Resolution #1190/05 on June 30, 2005; by Ordinance #08/05
adopted by Resolution #1366/05 on December 15, 2005; and by
Ordinance #05/07 adopted by Resolution #1508/07 on November 6,
2007.

~~Kar n R. Diver
Chairwoman

LAWS, 9906. MICS (072299,121002; 032103; 030404; 063005,121~0~;110607)

104

Ferdinand Martin
Secretary/Treasu
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