Of the Week!

Here is a scam from a co-worker. We do NOT use office 365.

Unusual Sign-in Attempt On Your Office 365 Business Account#

Microsoft Office 365

Sent: Tue 8/14/2018 :46 AM
To: Chris Davis

We detected something unusual about a recent sign-in attempt in your Microsoft Office 365 Business account
you might be signing in from a new location, device, or app

Sign-in details

Country/region: Russia

1P address: 103.85.163.84

Date: 13/08/2018 5:06 PM (GMT)
Platform: Windows

Browser: Firefox

Please use the following validation link to avoid the Microsoft account termination policy 2018.
Click to - Validate Microsoft Account.

Click Here

Thanks,
The Microsoft account team

For those of you who may use office 365 at home here is a warning from our Security training site
KnowBe4. Now they are targeting SharePoint sites too.

Be on alert! The bad guys have a new way of stealing your login credentials. They target you by sending
you an invite via email to open a SharePoint document. The link takes you to an actual SharePoint page
where you will see a OneDrive prompt. The prompt will have an “Access Document” link in it- don’t
click this link!

This link is malicious and will take you to a fake Office 365 login screen. Any credentials you enter here
will be sent to the bad guys. Don't be tricked.

Whenever you're submitting login credentials to any site, make sure to check the URL of the page for
accuracy. Also, remember to always hover over links to see where they are taking you. Remember, Think
Before You Click.




