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Employee Kaseya Remote
Access First Time Logon

[Information for Fond du Lac Personnel when logging
into Kaseya Remote Access for the first time]

What is Kaseya Remote Access:

Kaseya Remote Access is the application that is used by the Fond du Lac Reservation IT Division
when working remotely to resolve an end user’s workstation issues. The same application can be access
controlled to allow our end user’s to remote into their workstations at work from home or anywhere in the
US.

First Time Logon Setup:

When the IT Division sets a user up in AuthAnvil they will receive an email to their (@fdlrez.com
account. This guide is to help set up getting logged into remote access for the first time.

The end user will receive an email from hello@authanvil.com like the one shown below.

Click on the “Let’s Get Started” or the “try this link” if the main link is not working.

hello=authanvil.com@ma.kaseya.com on behalf of hello@authanvil.com

An AuthAnvil account has been created for you at fonddulacreservation.my.authanvil.com

10 Click here to dewnload pictures. To help protect your privacy, Oulleck prevented automatic dewnload of some pictures in this message

Bing Maps

Welcome, Remote Access

An account has been created for you.

Lel's Gel Star
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Clicking the link will open a new tab and take the user to the “Let’s Get Started”

Click the “Let’s Get Started” link again.

Welcome, Remote Access
You are about to simplify the way you use applications at work.

Through single sign-on (SS0), we can easily help you get access to your
applications without needing to remember or frequently enter passwords.

This is only going to take a few minutes. Ready?

Let's Get Started

The end user should set this password and remember it. Do NOT write it on a sticky note placed on the
bottom of a keyboard.... We know this happens....

Lucky you!

One password to unlock all your apps...

Your amazing IT people have set it up so you need just one password to unlock access to
all your applications. It should be easy for you to remember, but hard for others to guess.

Let's set that up now.

Password
sescssssee

Confirm Password
LI I LI

Save password and continue
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Select “iPhone” or “Android” depending on the device that will be used for the Authenticator application.

Click “Next”

Stronger security for your account

With two-factor authentication (2FA) you will protect your account with both a password
and another device like your mobile phone. You may also be required to use 2FA 1o access
some applications or resources within the company.

Let's begin by setting up a token (sometimes called an authenticator). Select the device
you wish to setup:

O iPhone

QO Android
QO Windows Desktop (Requires Windows 8 or higher)

O Yubikey (Requires Yubikey programmer)

Follow the instructions on the screen to download the AuthAnvil Authenticator on the designated device.

Now, let's set up your device

Install the AuthAnvil Authenticator app for iPhone
1. Open the App Store on your Phone
2. Search for AuthAnvil Authenticator (or download on your phone)
3. Install the app

Configure your AuthAnvil Authenticator

1. Inthe app, tap "+" and point your phone's camera at the QR code
2. Scan this QR code

3. You will receive a notification momentarily on your phone which will
t whether you want to enable or disable Push
Authentication

Alternatively if your device doesn't support Push Authentication you can continue and

just use one-time passcodes
Continue Without Push
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Open the AuthAnvil Authenticator app once installed.
Select the “+” icon
The app will ask for permission to use the camera to scan the QR code displayed on the computer screen.

Grant the app access to the camera and scan the code on the screen like the image below.

4 Add Account

, let's set up your device

juthAnvil Authenticator app for iPhone

the App Store on your Phone

your AuthAnvil Authenticator

e app, 1ap "+" and point your phone’s camera at the QR code
this QR code

otification momentarily on your phone which will
ether you want 10 enable or disable Push

Scan QR code to add your account

| don't have a barcode
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The AuthAnvil Authenticator app will ask for permission to allow the login attempt.

Tap the “Allow” checkbox

3:47

Cancel

Fond du Lac Reservation

B remoteaccess
Username

9 66.199.199.221
Location 66.199.199.221

® 3:47 PM - March 16, 2020

Time

v

Deny Allow
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Select “Nice, Let’s Move On”

Hey, it really IS you!

...and you've successfully set up 2FA

You may be asked to use 2FA 1o prove that it's really you the next time you
sign in.

You may also need 2FA if your awesome IT people decide they want to
enforce 2FA when accessing sensitive applications or resources.

Nice, Let's Move On

Select “Go to your application portal”

That's it!
(Told you it wouldn't take long)

From now on when you sign into your application portal you will automatically be able to
access all your apps. No need to remember how to get there, or what the password is.
We've simplified your experience using single sign-on (SSQ).

Pretty neat eh?

Go to your application portal
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The Launchpad will be displayed with Kaseya VSA
Select “Kaseya VSA”

This will launch the Kaseya VSA and automatically log the user in

. & O mraees [

My Apps > All Apps = m i

$5 Launchped
-
<

Kaseya VSA

B password vauls

BIl  ustin Time 2FA

The user will land on the System > Change Logon tab.

Old Password: Password1!

New Password: Choose a password this, it can be the same password set during AuthAnvil setup.
Confirm Password: Retype the chosen password.

Security Question: Set a security question

Security Answer: Set a security answer

Select “Change”

B QFoONDDULAC WIS Division

=5

w

Logon Name remoteaccess
Search Mavigation
Old Password I.l. Ty
Audit |
@ New Password |'“ seaseae Suggest
Q Confirm Password I.I. ssssaas
MNote: Username and password are both case sensitive
Desktop Control Security Question |What is name of your childhood pet?
Control Machine Security Answer |Super Secret Answer| x
Change |
User Settings
Preferences
Change Logon

Click “System” on the left hand side to collapse the menu.

Click “Remote Control” then “Desktop Control” then “Control Machine”
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Click the circle highlited in the red box to the left of the workstation name. This circle can be Green,
Yellow, or Blue depending on the state of the workstation.

If the circle is grey the workstation is offline and will not be able to remote control.

) §FONDDULAC  wis Division

m = MachineD:[ | Q Apply Machine Group:[< All Groups > | View:[<No View> v| [#{Edit.. T Reset

Search Mavigation £ Goto:|= Select Page > Vi Show 1 machines
Select a machine to remote control by clicking a link from the list.

@ [] Recerd all remote contral session (for Windows and Mac machines using KLC Remote Control only). Sessions can be found in
Agent module under Screen Recordings.
Desktop Control Machine.Group ID Current User Active Admin

I I EE w-tc-mis-11136. workstati... miscd

Control Machine
éﬁﬁ Cnline but waiting for first audit to complete

Q? Agent online

O Agent online and user currently logged in and active
Agent online, not active but currently logged in

' The Agent is currently offline

E The Agent has never checked in

0 Agent is online but remote control has been disabled

0 This account has been suspended

[ enable verbose relay

When the box comes up to launch Live Connect click “Download App”
Let the app download and then install the app.

Once installed click the circle again and the remote session should start.

Launching Live Connect

Mot Connecting? Download App.
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If the workstation has multiple displays select the display in the top left hand corner until the login page is
shown.

M Cl+at+Del [ \\\DISPLAY1(1440x 900) ¥ osmrtrecbrdiﬂg

WADISPLAYT (1440 x $00)
WADISPLAYZ (1440 x 900}
“WADISPLAY3 (1440 x 900)

229

Wednesday, March 18

Click the “Ctrl+Alt+Del” in the top left hand corner
Log in like usual

B cri+AltDel [ \\\DISPLAY1 (1440 x 500) ™ °smrtrecmmng
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When done with the session select the “Ctrl+Alt+Del” again in the top left hand corner.

Choose either “Lock” or “Sign Out”

B cri+alt+Del [ 1\ \DISPLAY1 (1440 x 900) ¥ osmrtremrdmg

Task Manager

Cancel

Log out of Kaseya in the top right hand corner

Log out of AuthAnvil in the top right hand corner

Fond du Lac Reservation | 1720 Big Lake Rd. Cloquet, MN. 55720



